Abstract
Introduction
These days, the trend of adopting cloud computing over the traditional model (server-client) among the enterprise, organization, and other units for serving their needs is increasingly popular.
In spite of using any kind of services or applications of cloud computing, the user has to select one of three deployment models to implement. These are public cloud, private cloud and hybrid cloud. Depending on the specific requirements, the particular context along with the capability of each organization, they will have different selection result. The issue is how can they choose which one is not only the best match but also profitable, plus advantages delivery for their IT and business strategy. In the unstably developing period of cloud computing nowadays, most of enterprises are not well-equipped with cloud computing knowledge, so this issue is not easy to handle for them. Because of that, in this paper, we present a practical framework highlighting the different aspects and characteristics of cloud computing, namely in benefit, cost, opportunity and risk side. The framework will provide a better understanding of the challenges, chances also obstacles of cloud computing environment, especially for three deployment models of the cloud. Thus, the purpose of this paper is to apply the framework to support the organization in the decision making of which type of deployment models should to be chosen when adopting cloud computing. By using the framework, we give the practitioners a logical and systematic approach to solve the above problem, also help them to save the effort at the same time. The developed framework which is built from many distinct points of views hopes to suggest a holistic assessing for gaining the best solution for this issue.
Literature Review

The BCOR Analysis
"The Analytic Hierarchy Process (AHP) is a general theory of measurement" [27] which depends on the values and judgments of individuals and groups. It has been widely applied to multi-criteria decision making, planning and resource allocation, conflict resolution, and also prediction problems in many fields.
The core of the AHP is structuring a hierarchy to model the problem, as well as using pairwise comparison to evaluate the alternatives.
"AHP provides decision makers with a way to transform subjective judgments into objective measures" [31] .
AHP has been developed to various kinds of technique, for example the Analytic Network Process (ANP), which is a generalization of the AHP; BCOR analysis while still retaining the core characteristics of the AHP.
In BCOR analysis, the strategy is to construct separate costs, benefits, opportunities and risks hierarchies with the highest level including the overall objectives of the organization and the same alternatives at the lowest level. Then, by taking the BCOR ratio for each alternative, the alternative with the highest ratio would be the optimal choice. In addition, the practitioners should pay attention to costs and risks case when performing the evaluation. They have to consider which one is more costly or risky instead which is less costly or risky.
In addition, the practitioner can apply different forms of BCOR analysis flexibly according to the organization goals and the issues essence, for example just BC, BCO (more positive consideration), BCR (more negative evaluation) or BCOR (more holistic judgment for future) [26] .
Some typical example of BCOR can be listed such as choosing the best house, allocating resources for an R&D program, selecting a portfolio for a corporation [27, 28] decision by the US congress on China's trade status [29] .
In academic research and study area, there are several papers applied BCOR analysis for solving the practical problems or suggesting the new applications. Kengpol and O'Brien [18] integrated BC model, the decision-making effectiveness model and a common criteria model for selecting Time Compression Technologies (TCT) to help the firm achieve rapid product development like rapid prototyping. Another application was case study in Hong Kong [35] . The authors used BC analysis to check whether the concurrent engineering could be implemented in the specific Electronics Company or not. Tummala et al. [36] also used BC again for an evaluation of success factors in implementing ISO 14001 based EMS and deciding whether to implement it or not.
Besides, the trend to combine BCOR with different methods is pretty popular [39] . For example, Erdogmus et al. [7] used the ANP together with BCOR and multiactors for evaluating hightech alternatives. Or the other interesting study is that the researchers created an ANP framework including BCOR with approximately 50 various factors for finding the best policy in offshore outsourcing from policy maker's perspective [34] .
Cloud Computing
Cloud computing is not a new technology in IT. Instead, it is a model for providing IT services to meet a certain requirements. Simply understanding, it is a new way to organize and operate the resource in the Internet environment by the widespread adoption of several existing technologies [38] such as virtualization, service-oriented architecture (SOA) [42] , autonomic computing [32] and gird computing [3] . The unique contribution of cloud computing that differentiate it to the other innovation in IT is helping to delivery IT applications and services to the user anytime, anywhere, any computer. That is the reason why some scholars refer to it as a public utility like water or electrical power [42] .
"After the dot-com bubble, Amazon played a key role in the development of cloud computing by modernizing their data centers" [40] . To date, cloud computing is still an evolving paradigm with the participation of many giants in IT such as Google, Microsoft, IBM, Yahoo, Zoho, and Salesforce, etc. There is no common definition for cloud computing concept in scientific literature [37, 25] . Here is one of definition which is descriptive and easy to understand. "… cloud computing is an emerging computational model in which applications, data, and IT resources are provided as services over the Web (so called "cloud")" [6] .
According to NIST [24] , cloud computing contains five essential characteristics, three service models and four deployment models (see [ Figure   1 ]). "This working seems to have captured the commonly agreed aspects of cloud computing" [19] . 
Research Model
There are a number of methodology for deci- Therefore, it is the necessity and the helpfulness, also one of the motivations to perform this research.
The hierarchy from each dimension：benefit, cost, opportunity and risk can be seen in <Ap-pendix A>～<Appendix D> respectively.
Benefit Hierarchy
Benefit hierarchy for selecting the optimal deployment cloud model (see <Appendix A>).
Operational Definition
The hierarchy for benefit aspect contains four levels, from general criteria to specific criteria, respectively, and the lowest level is the alter- Agreements (SLA) [16] " [13] .
ii：Availability [2, 8, 22, 37] . This measurement refers to which extent the new system deployed in three models is always in ready state to serve and perform its functions. Along with confidentiality and integrity, availability is evaluated one the three most common IT security objectives [4] .
iii：Scalability [2, 33] . It concerns about how much the degree that the system is scalable. One pros of cloud computing is that it is able to scale without depending on geographical locations and hardware 이영찬․당응웬하인 performance "in order to handle rapid increase in service demands (e.g. flash-crowd effect). This model is sometimes called surge computing [1] " [43] . Every organization perhaps will change its needs in every time period, so the ability to scale up or scale down to be fit of applied model is pretty critical.
iv：Performance. This concern is a general measurement and it refers to the common performance of the whole system.
There are a lot of standards to judge the performance of one system, for example the productivity, the speed of data transfer, the storage capacity, the response spend, the more advantages we get.
Cost Hierarchy
Cost hierarchy for selecting the optimal deployment cloud model (see <Appendix B>).
Operational Definition
The hierarchy for cost is more simply than the benefit hierarchy. It just has one level that This cost also differently changes for each cloud computing model.
Opportunity Hierarchy
Opportunity hierarchy for selecting the optimal deployment cloud model (see <Appendix C>).
Operational Definition
The opportunity model is also pretty simple. It contains three primary chances. ② Expansion. It is about the ability that the system is easy reallocation of resources (e.g., networks, servers, storage, applications, services), scale as needed [25] . When the business requirements of company change, the system which is quickly adaptive and responsive will bring the big advantages for the owner, especially the competitive competence. 
Risk Hierarchy
Risk hierarchy for selecting the optimal deployment cloud model (see <Appendix D>).
Operational Definition
The risk hierarchy is little bit complicated comparing to the cost and opportunity hierarchy because "cloud computing service are exposed to a high degree of risks that result from technical issues" [23] . It has three levels; the principal criteria, sub-criteria and the alternatives, respectively. It concerns about these following issues. information may be improperly disclosed to others [12] " [13] .
b：Integrity [9] . This concern rising from the sudden troubles or unexpected incidents such as broken hardware, power supply damage leads to the potential loss of data integrity.
Therefore, it requires the well-prepared solutions together with the reasonable recovery function to deal with these problems. It is considered one of the three most common IT security objectives [4, 23] .
c：Mobility and ownership [15] . How about the data portability and data ownership when the organization will stop its current service to ② Lack of control [21] . It refers to the worry which is about the incomplete control of sensitive data and personal information, especially in large organizations and public cloud adoption.
"What are the political implications for organizations that lose control over some aspects of their services?" [19] . Furthermore, in case of using cloud computing as a joint of many providers, how will result in responsibility [17] .
③ Security [9, 25, 10, 37] . It is identified as one of five domains that cloud computing is vulnerable by John [14] and the primary consideration as soon as cloud computing has been appeared [15] . Because "the application will be exposed to the Internet, so the security threats will be far higher than the traditional model" [41] . It represents the need of safety and security for a cloud system. The system could be in danger by the hacker's attacks or the poor security capability of that system. It includes two below concerns.
a：Trust. It is how much the degree the organization believes in the service provider and that cloud model to face to safe and secure issues. "For cloud computing to spread, users must have a high level of trust in the methods by which service providers protect their data" [13] .
b：Privacy [14, 25, 23] . It refers to which extent the user could be private on the deployment models of cloud computing, in particular the government agency or business requiring high level of confidentiality in data access and transfer like financial transaction, online payment. The important of compliance (loss of confidentiality [43] ) in cloud computing is stressed on Informationweek.com (Jun. 23, 2010) as following："IT must vet service providers in terms of security and compliance in order to assure upper management of their viability and dependability" [23] . "Make sure a cloud service includes data encryption, effective data anonymization, and mobile location privacy" [9] .
④ Recovery. It concerns about the recovery capability to roll back the previous state in case of error, exception, destruction or incident. Besides the data, the system must ensure the cor-rectness of functions and the consistency in daily operations. "The objective is to recover from most errors and exceptions without human intervention, if possible" [9] . Because cloud computing is a big and complex system, it isn't easy to handle once the problem occurs.
⑤ Internet latency. "It is primarily about the
Internet and network performance" [25] . Particularly, the network bandwidth and the data transfer rate are limited to those of Internet Service
Provider (ISP). It maybe leads to the data latency and other problems which will influence on the operational activity of system, for example data transfer bottlenecks [2] .
⑥ Permanence. Toward the public cloud model, the concern is how long the system survives.
Is it long term or short term? And there is a sustainable survival? Moreover, there is a worry about the uncertainty particular in rental software contracts [30] and general in the agreements, SLA like missing or lacking of important terms due to unpredictability, etc.
⑦ Vendor lock-in. The dependency and the tie of provider regulations is one of user attention worthy.
Alternative
From the aspect of deployment, specializing in the viewpoint of publicity of usage of cloud computing, there are three types of cloud [25] . 
Numerical Example
This case is shown to illustrate the real using process of BCOR and how to apply the built models to solve the problem intuitively.
XYZ is a medium size company working on For every ratio, the alternative that has the highest value is the recommended solution. In case of <Table 2>, if company XYZ uses BCOR ratio, the optimal choice will be private cloud.
Conclusions
By combining BCOR technique of the AHP and cloud computing, the paper suggests a selection framework to support the decision makers in the issue what type of deployment models should be applied as adopting cloud computing.
This framework has four hierarchies representing for four primary aspects including benefit, cost, opportunity, and risk together with various criteria. The approach to develop these selection models is from the practical view point rather than the theoretical perspective. And it hopes to provide a useful, significant and also comprehensive tool for the managers, CIO to solve the problem such like this. Furthermore, it is also a contribution to the research field of cloud computing which doesn't have many practical and deep studies for the similar issue. The other researchers could refer this paper to serve for their deeply and widely further studying or to develop the more holistic framework, etc. In addition, the results of this research also partic- ipate in the growing and evolution period of cloud computing.
The given challenges, obstacles and chances could be worthy to consider for better improvement and utilizing cloud computing from the vendor and user aspect.
For the purpose to be more valuable, empirical and persuasive, this study will be going to conduct a case study to apply the got result from this time. By using the developed models to specific organization who has the need to adopt certain service of cloud computing, it is promising not only to gain helpful lessons for research but also to obtain real experiences for readers reference and utilization. 
